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§ 317.91 Federal personnel or payroll
record matches.

(a) Scope. These computer matching
programs include matches comparing
records from agency automated Fed-
eral personnel or payroll systems of
records with such automated like
records of another Federal agency; or
with a non-Federal agency. It also in-
cludes matches between DoD compo-
nents or within the agency itself (in-
ternal matches).

(b) Computerized comparisons. The
matching must be done using a com-
puter. Manual comparisons are not
covered.

(c) Exclusion. Matches must be done
for other than ‘‘routine administrative
purposes.’’

(d) Internal matches. In some in-
stances, a covered match may take
place within the agency or with an-
other DoD component. For example,
the agency may wish to determine
whether any of its own personnel, par-
ticipating in a benefit program admin-
istered by the Department of Defense,
are not complying with the program’s
eligibility requirements. This internal
match will certainly result in an ad-
verse action if ineligibility is discov-
ered. Therefore, it is covered by the re-
quirements of the Privacy Act. The
agency should not attempt to avoid the
reach of the Act, for example, by im-
properly combining dissimilar systems
into a single system, matching data
within that system to make an eligi-
bility determination, and arguing that
the match is not covered because only
one system of records is involved.

(e) Categories of record subjects. The
categories of individuals whose records
are used in this type of matching pro-
gram must be carefully analyzed before
making a determination whether a pro-
posed match is covered. All informa-
tion on subjects of record is main-
tained in the agency’s system of
records, but matching under the par-
ticular programs covered by this sub-
section is limited to ‘‘Federal person-
nel.’’ For matching purposes, a Federal
personnel system of records should not
be confused with, or limited to, the
commonly recognized personnel system
of records maintained by a civilian per-
sonnel office or a military assignment

branch. The agency may be maintain-
ing within a single system of records
several categories of records relating
to Federal personnel and other cat-
egories on non-Federal personnel, e.g.,
contractor personnel, applicants, de-
pendents, etc. Some categories may be
covered while others may not. Unlike
‘‘Federal personnel,’’ the subjects of
record of payroll record systems are
easily discerned.

(f) Matching purpose. The purpose of a
Federal personnel or payroll records
match must be to take some adverse
action, financial, personnel, discipli-
nary, or other adverse action against
Federal personnel.

§ 317.92 Federal benefit matches.
(a) Categories of subjects covered. The

Privacy Act provisions cover only the
following categories of subjects of
record for Federal benefit matches.

(1) Applicants for Federal benefit
programs (i.e., individuals initially ap-
plying for benefits).

(2) Program beneficiaries (i.e., indi-
viduals currently receiving or formerly
receiving benefits).

(3) Providers of services to support
such programs (i.e., those deriving in-
come from them such as health care
providers).

(b) Types of programs covered. Only
Federal benefit programs providing
cash or in-kind assistance to individ-
uals are covered by the Privacy Act.
State programs are not covered. Pro-
grams using records about subjects
who are not ‘‘individuals’’. See defini-
tions of this part (§ 317.3).

(c) Matching purpose. A Federal bene-
fit match must have as its purpose one
or more of the following:

(1) Establishing or verifying initial or
continuing eligibility for Federal bene-
fit programs.

(2) Verifying compliance with the re-
quirements, either statutory or regu-
latory, of such programs.

(3) Recouping payments or delin-
quent debts under such Federal benefit
programs.

(d) Summary of basic requirements.
Four basic elements:

(1) Computerized comparison.
(2) Categories of subjects.
(3) Federal benefit program, and
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(4) Matching purpose, must all be
present before a matching program is
covered under the Privacy Act.

§ 317.93 Matching program exclusions.
The following are not included under

the definition of a matching program.
The agency is not required to comply
with the computer matching provisions
of the Privacy Act, although it may be
required to comply with any other ap-
plicable provisions of the Act and this
part.

(a) Statistical matches whose purpose is
solely to produce aggregate data stripped
of personal identifiers. This does not
mean that the data bases used in the
match must be stripped prior to the
match, but only that the results of the
match must not contain data identify-
ing any individual. Implicit in this ex-
ception is that this kind of match is
not done to take action against specific
individuals.

(b) Statistical matches whose purpose is
in support of any research or statistical
project. The results of these matches
need not be stripped of identifiers, but
they must not be used to make deci-
sions that affect the rights, benefits or
privileges of specific individuals.

(c) Pilot matches. This exclusion cov-
ers small scale sampling matches
whose purpose is to gather cost-benefit
data on which to premise a decision
about engaging in a full-fledged match-
ing program. Pilot matches must be re-
tained in a statistical information
gathering channel. It is at this point
that the component can decide whether
to conduct a statistical data gathering
match without consequences to the
subjects of record or a full-fledged pro-
gram where results will be used to take
specific action against them. To avoid
possible misuse of pilot matches and to
ensure full compliance with the Pri-
vacy Act, these matches must be ap-
proved by the Defense Data Integrity
Board.

(d) Law enforcement investigative
matches whose purpose is to gather evi-
dence against a named person or persons
in an existing investigation. (1) To be eli-
gible for the exclusion the match must
be performed by an activity of a com-
ponent whose principal function in-
volves enforcement of criminal laws,

i.e., an activity that is authorized to
exempt certain of its systems of
records under subsection (j)(2) of the
Privacy Act.

(2) The match must flow from an in-
vestigation already underway which fo-
cuses on a named person or persons.
Subjects identified generically, e.g.,
‘‘program beneficiaries,’’ are not eligi-
ble.

(3) The investigation may be into ei-
ther criminal or civil law violations.

(4) In the context of this exclusion
only, person or persons could include
subjects that are other than individ-
uals as defined in the Privacy Act, such
as corporations or other business enti-
ties. For example, a business entity
could be named subject of the inves-
tigation and records matched could be
those of customers or clients.

(5) The match must be for the pur-
pose of gathering evidence against the
named person or persons.

(e) Tax administration matches. (1)
Matches involving disclosures of tax-
payer return information to state or
local tax officials pursuant to section
6103(d) of the Internal Revenue Code.

(2) Tax refund offset matches accom-
plished pursuant to the Deficit Reduc-
tion Act of 1984.

(3) Matches done for tax administra-
tion pursuant to section 6103(b)(4) of
the Internal Revenue Code.

(4) Tax refund offset matches con-
ducted pursuant to other statutes pro-
vided approval of the Office of Manage-
ment and Budget is obtained.

(f) Routine administrative matches
using Federal personnel records. These
are matches between the agency and
other Federal agencies or between the
agency and non-Federal agencies for
administrative purposes that use data
bases that contain records predomi-
nantly relating to Federal personnel.
The term ‘‘predominantly’’ means that
the percentage of records in the system
that are about Federal employees must
be greater than of any other category
contained therein. For the purpose of
disclosing records subject to the Pri-
vacy Act, the Department of Defense is
considered a single agency.

(1) The purpose of the match must
not be intended to result in an adverse
action. Matches whose purpose is to
take any adverse financial, personnel,
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